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An ever-evolving european cybersecurity Regulatory environment
leading to CRA...

g ke ke o

MAY 17T, 2006 JuLy 6™, 2016 DECEMBER 14TH, 2022 OCTOBER 23RP, 2024
DIRECTIVE ON DIRECTIVE ON NETWORK AND DIRECTIVE ON NETWORK AND CYBER RESILIENCE ACT

MACHINERY INFORMATION SYSTEMS (NIST1) INFORMATION SYSTEMS
(NIS2)
APRIL 16™, 2014 g r o o
DIRECTIVE ON RADIO L,

EQUIPMENT (RED) APRIL 17™, 2019 DECEMBER 14TH, 2022
CYBERSECURITY ACT REGULATION ON DIGITAL OPERATION
RESILIENCE FOR THE FINANCIAL
SECTOR (DORA)
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... With a well-defined implementation timeline towards 2027

MARCH 12TH, NOVEMBER 20TH,
2024
EUROPEAN PUBLICATION IN THE
PARLIAMENT OFFICIAL JOURNAL
APPROVAL

DECEMBER 157, OCTOBER 10TH,
2023 2024
POLITICAL ADOPTION BY EU
AGREEMENT COUNCIL
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DECEMBER 10™H,
2024
COMING INTO
FORCE

JUNE 11TH,

2027

IMPLEMENTATION FULL
OF NOTIFICATION IMPLEMENTATION
PROVISIONS OF THE CRA

SEPTEMBER 11TH,
2026
IMPLEMENTATION OF

INFORMATION
OBLIGATIONS FOR
MANUFACTURERS

DECEMBER 11™H,
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Four categories of electronic devices are defined as part of CRA...

Scope: All products that are directly or indirectly connected to another device or network

Critical
products

Hardware Devices with Security Boxes, Smartcards or similar devices,
including secure elements, Smart meter gateways within smart
metering systems and other devices for advanced security purposes,
including for secure cryptoprocessing.

Class 2
Important
products

Tamper-resistant microprocessors and microcontrollers, Firewalls,
intrusion detection and prevention systems, Hypervisors and
container runtime systems that support virtualised execution of
operating systems and similar environments.

Class 1
Important
products

ASIC and FPGA with security-related functionalities, Microprocessors
and microcontrollers with security-related functionalities, OS,
Standalone and embedded browsers, Smart home products with
security functionalities, Software that searches for, removes, or
quarantines malicious software, etc.
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Default
category

All other products with digital elements.

s LATTICE

Wl SEMICONDUCTOR



WITH ASIC AND FPGA being CLASS 1 Important products

Scope: All products that are directly or indirectly connected to another device or network.

O] L, 20.11.2024

ANNEX II1

IMPORTANT PRODUCTS WITH DIGITAL ELEMENTS

15. Application specific integrated circuits (ASIC) and field-programmable gate arrays (FPGA) with security-related
functionalities

ASIC and FPGA with security-related functionalities,
Microprocessors and microcontrollers with security-related
functionalities, OS, Standalone and embedded browsers, Smart
home products with security functionalities, Software that
searches for, removes, or quarantines malicious software, etc.
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How to comply with CRA for current and future connected devices

1 Risk analysis Processes & Best Practices 2

Threat Analysis & PSIRT Organization
Risk Assessment & Site Compliance

Four key pillars for CRA
compliance

3 Hardware Software 4

Ability to monitor and update
hardware modules with Software,
while ensuring proper lifecycle
management

Proven & future-proof hardware &
embedded crypto modules (e.g.

PQC)
== LATTICE
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Lattice FPGA Portfolio

BROAD FAMILY OF LOW POWER FPGAs

Small
Mid-Range | GENERAL PURPOSE
I 1 LI
Addresses a broad range of applications across
‘!,_A‘,f.?."g--‘-- : ,k@,ﬂ_.ﬁ‘.?- .!,'.,AIJ."E-- It ’y,!.f .. TIcE ’!_,:r"'cE multiple markets
pvan c,.f&us Pro gCcP. %P2 '+ = Lowest power and smallest package with up to 10G
gami®¥ . gami¥ i G amity : gamy gamity '3 SERDES and 500K LUTs
lzes » = Industry-leading reliability and efficient processing
essssnnene ennssnnnes ETIIIII LTI B e cooecces with CIaSS-Ieadingon-Chip memory
FPGA FAMILIES TAILORED FOR SPECIFIC NEEDS
VIDEO CONNECTIVITY ULTRA LOW POWER CONTROL & SECURITY
thimized for high-speed World’s lowest power Optimized for platform
% gl-."f"cg - m::; VIdGQ and sensor B ’Ml,.l.'c,.-!’ ',EE FPGAS; Opt|mlzed for LAL N ..:E management & Security
’ Fam‘i:‘y‘k :: applications ‘ce‘i?; :: small form factor , applications
= First FPGA with hardened MIPI D-PHY ot _.E = Static current as low as 25 uA P . 50% market share
-esssssiiil = Highest performance at lowest power ~esssssssss = World’s most popular ultra-low = Highest I/0 density
power FPGA
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FOUNDATIONAL ROOT OF TRUST TECHNOLOGY

LICON

ADVANCED UNDATION

RYPTO ENGINES ENABLIN

CYBER RESILIENT PIONEERS

- -
«‘ -
LA ‘ |h‘E' - @E&RC'YiHngLéQSITPST G ECOSYSTEM PARTNER | SOLUTION
Sentrﬂ (NIST 800-193 C mp STACK
N
LEADING SUPPLY CHAIN PROTECTIONS
v .

LATTICE m LOCKED PARTS FROM SECURE OWNERSHIP TRANSFER SECURE
SupplyGuard LATTICE TO YOUR CM/ODM WITHIN PART SERVICE
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What is Root-of-Trust ?

NIST :

Root of trust (RoT) is a foundational component within a system that is inherently trusted.
It's the bedrock upon which all other security mechanisms are built.
Think of it as the ultimate source of truth and integrity within a system

Unique silicon level Identification, self attest-ability

= Immutable unique electronic ID tied to each device at silicon level

Hardened Cryptographic Services
= Standards based
= Trusted 3 Party Certified

Secure Boot (CIA Triad)
=  Authorized, Authenticated Code
= Optional Code Confidentiality (i.e. encrypted bitstreams)

= Available when needed (i.e. denial of service resistant (Flash on-board with lock controls))
= Rollback protection on updates

|deally a digital device : first-on / last-off

= [Initiates Platform Trust Chain - First link in chain of trust that protects entire systems

22 | Lattice Semiconductor *confidential — partner training*

CIA

Confidentiality
Integrity
Availability

s LATTICE

Wl SEMICONDUCTOR



Hardware Root of Trust (HRoT) Evolution & Roadmap

Base Features

Services

i mELATTICE
.«. MachX03D

MachX03D Platform Security:

e AES-256 (w/SCA protection)

* ECDSA-256 (w/SCA protection)
e SHA2-256/HMAC-256

* TRNG, ECDH, etc.

* User Accessible Security

Security Capability

Platform Firmware Resiliency (PFR)
Attestation

Fabric IPs & SW Libs
FIPS 140-3 Device Certification
SCA Evaluation

SupplyGuard, DICE, Key Provisioning

2019-2020

Mach-NX PI
* Includes a
ECDSA-38
SHA2-384/HMAC-384

PFR

Device identifier Composition
Engine (DICE)

Fabric IPs & SW Libs

FIPS 140-3 Device Certification

Vecosossconcsnnene

... **' MachX05-NX

-15D
-55TD

.
e
.
.
.
-
e
.e
e

¢ smRLATTICE

nnnnnnnnnnnnnn

* RSA-3K/4K

(55D only)

Library

Fabric IPs & SW Libs

* SCA Evaluat'cn

SCA Evaluation

SupplyGuard, DICE, Key Provisioning

23 - LATTICE SEMICONDUCTOR

MachXO5-NX Platform Security:
* Includes all Mach-NX security +

* SHA3-384/HMAC-384
[\
PFR, DICE
e NIST Post Quantum Algorithms
Trusted Platform Module (TPM)

FIPS 140-3 Device Certification

SupplyGuard, DICE, Key Provisioning

Mach-KH
-80D

Mach-KH Platform Security:
* Includes all MachXO5-NX security +

* Additional crypto modes & key sizes
¢ Physically Unclonable Function (PUF)
* Battery-backed RAM (BBRAM)

* Improved SCA resiliency

e Anti-Tamper (AT) module

e Secure Unique ID (SUID), etc.

PFR, DICE

Open Radio Access Network (ORAN)
NIST Post Quantum Algorithms
TPM Library

Open Baseboard Management
Controllers (OpenBMC)

Rapid Context Switch (RCS)
Anti-Tamper Module (ATM IP)
Fabric IPs & SW Libs

FIPS 140-3 Device Certification
SCA Evaluation

Fault Injection Evaluation

SupplyGuard, DICE, Key Provisioning

HRoT is Foundation for Cyber Security & |

2020-2022

Lattice Confidential Information

2023-2025

2026-2027
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Hardware Root of Trust (HRoT) Evolution & Roadmap

.................
.................

i HLATTICE a
Peeooecsccncenncee 34 Mach_KH

-----------------

* FPGAs ideal for evolving Security Compliance ——— i o0
Sta nda rdS I::/I!:;\lc-;:(-,(-)-’;j\l’:;( ﬂmatform Security:

D * Includes all MachXO5-NX security +

Future Proof Security Roadmap

* Additional crypto modes & key sizes

-55D
* Physically Unclonable Function (PUF)
MachX05-NX Platform Security: * Battery-backed RAM (BBRAM)
H H H * Includes all Mach-NX security + * Improved SCA resiliency
[}
Crypto Agility for enhanced Algorithms & Key . Ren K RS
* SHA3-384/HMAC-384 e Secure Unique ID (SUID), etc.

lengths (e.g. PQ Crypto)

* PFR, DICE

e NIST Post Quantum Algorithms
(55D only)

e Trusted Platform Module (TPM)

 PQC-enabled FPGAs can directly implement Library
. .  Fabric IPs & SW Libs
new TPM standards or augment existing B - FIPS 1403 Device Certification

* SCA Evaluation
TP M S. SupplyGuard, DICE, Key Provisioning

* PFR, DICE

* Open Radio Access Network (ORAN)

e NIST Post Quantum Algorithms

e TPM Library

* Open Baseboard Management
Controllers (OpenBMC)

* Rapid Context Switch (RCS)

e Anti-Tamper Module (ATM IP)
* Fabric IPs & SW Libs

e FIPS 140-3 Device Certification
* SCA Evaluation

* Fault Injection Evaluation

* Unbypassable System Security when coupled SupplyGuard, DICE, Key Provisioning
with Power Control & Strong AT

HRoT is Foundation for Cyber Security & |

2019-2020 2020-2022 2023-2025 2026-2027
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Regulations & Standards Driving Adoption of Security Solutions

CISA Mandates & Initiatives

CISA Zero Trust Initiative
Advisory on FW Protection — Mandates HW RoT, Secure Boot, Monitoring

el European Union’s Cyber Resilience Act

~

Increasing alarm for protection of critical infrastructure

77
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EU Cyber Resilience Act - CRA

= EU Council agreed to move CRA to Legislation on 19t" July 2023

Main articles will be mandatory as from Dec 2027

Introduces mandatory cybersecurity requirements for hardware and software products, throughout their

whole lifecycle
= Manufacturers of Electronic Devices Must:

» Ensure Cybersecurity is considered through whole product lifecycle:

Planning, Design, Development, Production, Delivery and Maintenance

Ensuring a swift and effective response to identified vulnerabilities
= Security updates to be made available for at least five years

All cybersecurity risks are documented

Report actively exploited vulnerabilities and incidents
= Achieve mandatory certification for products sold into EU

Self-Assessment (mostly consumer) or 3@ Party (Mostly infrastructure)
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European

Commission
CYBER RESILIENCE ACT S09000aae
New EU cybersecurity rules ensure more
secure hardware and software products #SOTEU
#DigitalEU #SecurityUnion #Cybersecurity E

SEPTEMBER 2022

A first ever EU wide legislation of its kind: the Cyber Resilience
Act introduces mandatory cybersecurity requirements for
hardware and software products, throughout their whole lifecycle

The Act will

+  Ensure that products with digital elements placed on the EU market have fewer vulnerabilities and that
manufacturers remain responsible for cybersecurity throughout a product’s life cycle;

+ Improve transparency on security of hardware and software products;

= Business users and consumers benefit from better protection.

Every 11 seconds The

there is a alone are estimated to have of cybercrime was
cost the world roughly estimated to be

in 2021 in 2021

s LATTICE
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https://ec.europa.eu/commission/presscorner/detail/en/qanda_22_5375
https://ec.europa.eu/commission/presscorner/detail/en/qanda_22_5375
https://ec.europa.eu/commission/presscorner/detail/en/qanda_22_5375
https://www.cyberresilienceact.eu/the-cra-explained/
https://www.cyberresilienceact.eu/the-cra-explained/
https://www.cyberresilienceact.eu/the-cra-explained/

EU Cyber Resilience Act — Categories

= Industrial Electronics mostly into Critical Class 1/ Il

= Related EU directives & standards:

Products with critical software / control / impact

NIS2 — Network Infrastructure Security — 2024 -
IEC 62443 — Industrial Control Security -
Automotive SAE 21434 Cyber Security —
DORA - Finance entities —

ISO 14971 — Medical Devices risk assessment -

ISO 27002 - Information security controls -

= Related Cyber Security (US)

NIST Framework

29 | Lattice Semiconductor *confidential — partner training*

Default
category

Self-assessment

Criteria:
nfa

Examples:

Photo editing, word
processing, smart speakers,
hard drives, games etc.

Critical Critical
“Class I” “Class II”

Application of a standard

or third party assessment Third party assessment

Criteria:

Functionality (e.g. critical software)
Intended use (e.g. industrial control/NIS2)
Other criteria (e.g. extent of impact)

Examples (Annex lll): Examples (Annex lll):

Password managers, network Operating systems,
interfaces, firewalls, industrial firewalls, CPUs,
microcontrollers etc. secure elements etc.

Highly
critical

Mandatory EU
certification

Additional criteria:

Used by NIS2 entities
Resilience of supply
chain

Examples:

n/a
(empowerment to
future-proof the CRA)

s LATTICE
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https://www.nis-2-directive.com/
https://www.iec.ch/blog/understanding-iec-62443
https://www.synopsys.com/designware-ip/technical-bulletin/iso-sae-21434-automotive-cybersecurity.html#:~:text=ISO%2FSAE%2021434%20describes%20Threat,specific%20guidelines%20for%20those%20responsibilities.
https://www.digital-operational-resilience-act.com/
https://www.iso.org/standard/72704.html
https://www.iso.org/standard/75652.html
https://www.linkedin.com/pulse/harmonizing-cyber-resilience-how-dora-nis2-nist-csf-20-castro-omidc/
https://www.linkedin.com/pulse/guardians-digital-realm-dissecting-nis2-nist-staveris-polykalas/
https://advisera.com/articles/what-is-nis2/
https://advisera.com/articles/what-is-nis2/
https://advisera.com/articles/what-is-nis2/
https://advisera.com/articles/what-is-nis2/
https://advisera.com/articles/what-is-nis2/
https://advisera.com/articles/what-is-nis2/
https://honeytreelabs.com/posts/iec62443_vs_cra/

Post Quantum Cryptology - PQC

» Future Resilience
= Quantum computing to become a threat around 2030+ Post-Quantum Encryption Algorithms

= “Steal now — Decrypt later” is a concern

* New Crypto Algorithms Adoption CNSA 2.0 NIST
ALGORITHM SUITE STANDARD TYPE PURPOSE REPLACES
A ALGORITHM AVAILABLE
= Wireless Coms Now = T 3 Statefl hashbased | Codeand Imware | copea ms
. o i dbgclal sgnature sdtcmq sigring “ «RSA
Stateful hash-based  Code and firware
= Data-Center Now s e o digital signatwe schome signing ECOSA, RsA
ML-DSA (Diithium) Yes Yes Lattice-based A8 SO 000G et ECDSA, RSA
= Aerospace & Defense ~ NIST finalization MUKEM (Kyber Yes Yoo {aticetased KeyExchange  ECUSA. RSA, Diffe-
i . . . ML-SLH (spnmcsq No Yes [ —— SO SN e ECDSA. RSA
= Automotive NIST finalization e
FALCON No No Lattice-based °‘9""ca:e‘;’;‘"9 y ECDSA. RSA
» Industry / loT
HILATTICE
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https://digital-strategy.ec.europa.eu/en/library/recommendation-coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/recommendation-coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/recommendation-coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://www.latticesemi.com/en/Blog/2024/08/14/14/15/Quantum-Proof-Your-Systems-A-Deep-Dive-into-NISTs-PQC-Standards
https://www.latticesemi.com/en/Blog/2024/08/14/14/15/Quantum-Proof-Your-Systems-A-Deep-Dive-into-NISTs-PQC-Standards
https://www.latticesemi.com/en/Blog/2024/08/14/14/15/Quantum-Proof-Your-Systems-A-Deep-Dive-into-NISTs-PQC-Standards

Cyber Resilience : Protection & Markets

Default Critical Critical
category “Class I” “Class II”

Application of a standard
or third party assessment

Mandatory EU

Self-assessment certification

Third party assessment

Criteria: Criteria: Additional criteria:

n/a » Functionality (e.qg. critical software) « Used by NIS2 entities PROTECT
Intended use (e.g. industrial control/NIS2) + Resilience of supply

Other criteria (e.g. extent of impact) chain R i l
System el' GS e

Examples: Examples (Annex lll): offfes (Annex IlI): Examples: SeCU rlty ‘
Photo editing, word Password managers, network Derating systems, n/a @
processing, smart speakers, interfaces, firewalls, Kustrial firewalls, CPUs, (empowerment to ¢

hard drives, games etc. microcontrollers etc. secure elements etc. future-proof the CRA)

CRA - Critical Classes \/‘ RECOVER
E @® or § B &

Secure Boot

Industry Networking ~ Medical Defense  Public-Infra  Government . .
Secure Communication
| . IP Protection
* Industry2.0 Networking = Compute Centers | epeselvEeles Firmware Protection
= Medical Equipment = Broadcasting = High Value Industries Cyber-Attack Detection
= Instrumentation = Government/Defense = Robotics/FuSa Secure field provisioning
=  Public Powerinfrastructure ® Public Transportation = Wireless Networking

=  Satcom Electronics
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Cyber Resilience Cycle

CyRes Specifies Using a Hardware Device to Identify and perform
Detect, Recover, and Protect Functions

. it R A R o oo PROTECTION
DETECTION y Protect platform firmware & critical data
Cryptographically detect multiple channels from corruption
of corrupted platform firmware & critical Ensure authenticity & integrity of firmware
data in real time + updates
At Power-on

After In-System Updates

....
.
(\ ) PROTECT

RECOVERY
RECOVER w

Restore corrupted firmware & critical data
4’ to its previous value - Initiate a trusted
RESPOND recovery process

Resistance while being attacked

s LATTICE
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Security — Cyber Resilience by Lattice

= Chip-Level Security

1001110110101010.

PWR

PWR

33 | Lattice Semiconductor *confidential — partner training*

PWR “

Vv

Vv

ldentify \/

Protect \/
Detect
Respond \/

Recover \/

= System-Level Security

101101

-
Firmware / PFR

H#ELATTICE |

—— Power SMbus

= inband secure com

PRIR MachXO |

m———  OUtband monitoring

Hardware
Platform Firmware Resilience — PFR
Board level Monitoring
System Recovery

mea LATTICE
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Cyber Resilient : Lattice MachXO-series

Hardware

* Instant-On (first-on, last-off)

« Secure (Dual) Boot Flash

« Crypto Engines (incl PQC) -'.'-'LATTICE
R TRNG, DICE BN SEMICONDUCTOR.

- Multi level 10
- Low SEU (FDSOI on XO5) MachXO3D

Software IP MachXO5D

 PFR - Firmware functions
* RoT functions
* Key store

 Secure Enclave LATTICE

* RiscV o
. P(va(\:/er Sequence Logic S e n t r

* CPU-I0 management
* QSPI monitoring / streamer

 |2C / SMbus Filter + Mailbox IP
rd

* |3C controller

- SGPIO Gateway party

« JTAG locking

34 | Lattice Semiconductor *confidential — partner training* l.l.l.LATTICE
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Industrial Gateway
EXOR US 10 kit MachXO3D

= Dedicated Hard Security Engine with Secure Unique ID

= Highly configurable user fabric for Security Extensions and
Cyber Resilience cycle (PFR stack)
Hardware Setup: = Secure and Dual boot from onboard Flash
EXOR SOM with the US10 Development Kit = Onboard user Flash for key storage, manifests and log

management
= [nterface and asset protection options to Configuration lock and
control

MachX03D

ECP5UM-85

®
-]
v
-
a
-]
=)

z

s LATTICE
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How to Evaluate

MachXO3D Sentry Evaluation Board :

MachXO35D Sentry Evaluation Board :

IR oy
-~

-

T
=

.

-

siiiis
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https://www.latticesemi.com/products/developmentboardsandkits/sentry_demo_board
https://www.latticesemi.com/products/developmentboardsandkits/sentry_demo_board
https://www.latticesemi.com/products/developmentboardsandkits/sentry_demo_board
https://www.latticesemi.com/products/developmentboardsandkits/sentry_demo_board
https://www.latticesemi.com/products/developmentboardsandkits/sentry_demo_board
https://www.latticesemi.com/products/developmentboardsandkits/lattice-sentry-4-0-demo-board-for-machxo5-nx
https://www.latticesemi.com/products/developmentboardsandkits/lattice-sentry-4-0-demo-board-for-machxo5-nx
https://www.latticesemi.com/products/developmentboardsandkits/lattice-sentry-4-0-demo-board-for-machxo5-nx
https://www.latticesemi.com/products/developmentboardsandkits/lattice-sentry-4-0-demo-board-for-machxo5-nx
https://www.latticesemi.com/products/developmentboardsandkits/lattice-sentry-4-0-demo-board-for-machxo5-nx
https://www.latticesemi.com/products/developmentboardsandkits/lattice-sentry-4-0-demo-board-for-machxo5-nx
https://www.latticesemi.com/products/developmentboardsandkits/lattice-sentry-4-0-demo-board-for-machxo5-nx

Focus Application for Mach-XO3D

= Mach-XO3 low-power device for security Root of
Trust (ROT), cyber-security & cyber-resilient
functionalities and board management “Flash access “Flash access
functionalities

CPU FPGA
m MaCh'X03 ROOt Of TrUSt (ROT) Device1 TICE 5% Device2
» Unique silicon level identification, self attest-ability
= Hardened Cryptographic Services Power, Reset confiy start, Cpower, config,Start,
and other start signals and other start signals

= Secure Boot (CIA Triad)

= |deally first digital device on

= Mach-XO3 |IEC62443-4-2 certified

77
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PROTECT phase with Mach-XO3D

1. Mach-XO3D (ROT) secure boot 2

12C/SPI Monitor 12C/SPI Monitor

= disable Device1/2 flash access

» Disable Device1/2 boot
2. Mach-XO3D authenticated all Memory images
= NOK, corrupted image => Recovery Phase

3. Memory Image OK => Enable access
4. Release Device1/2 boot process

enable / disable
Memory access

CPU
Device1

Control CPU’s signal
Power, Reset config_start,
and other start signals

enable / disable
Memory access

FPGA
Device2

Control FPGA’s signal '
Power, config_start,

and other start signals

5. Move into Detect Phase

Option encrypted bitstream or boot images

s LATTICE
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DETECT phase with Mach-XO3D

1. Mach-X0O3D self-test 2
2. Mach-XO3D monitor Memory access Ao o 12C/SPI Monitor

enable / disable enable / disable
Memory access Memory access

» authenticated Golden Memory images

3. Risk definition in Filter monitor IP in Mach-XO3D
4. Risks are detected CPU FPGA

Device1 e o Device2

» disable Memory access

5 . Reset C P U a n d re CO nflg F PGA Control CPU’s signal Control FPGA’s signal '

Power, Reset config_start, Power, config_start,
and other start signals and other start signals

6. Move into Recovery Phase

39 | Lattice Semiconductor *confidential — partner training* l.l.l.LATTICE
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RECOVERY phase with Mach-XO3D

1. Mach-XO3D authenticated Flash Golden image 4 ®

= Code with 12C/SPI Monitor Detect corrupted flash '”:P:“:; —
image => recovery Phase Flash access Flash access
Golden is ok => enable CPU/FPGA flash access
Memory Image OK => Enable access CPU FPGA

Device1 e o Device2

Release Device1/2 boot process

S Y

Move into Detect Phase

Control CPU’s signal Control FPGA’s signal '
Power, Reset config_start, Power, config_start,
and other start signals and other start signals

s LATTICE
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MachXO5-NX
Control Optimized FPGA w/ extensible security

Unique ID, Unique True Random Extensible Security
Private-Public Key Number Generator Engine

15 - 100k LC

Embedded Memory +
DSP Blocks

Industry Leading SEU
ADC, PCle, SGMII

Flexible User Multi-Boot
- 380 L Flash Memory Config Flash

42 | Lattice Semiconductor

Change graphic to
match CNX style
Nexus Programmable Logic Core
=  Low power, faster fabric

=  LRAM blocks (0.5M) and DSP
=  |ndustry leading SEU performance

Flexible Interfaces

=  WR3.3VI/Oand HP 1.8V I/O
. GbE SGMII, ADC

= PCleGen2(235kLC)

Internal Flash Memory
=  Multi-boot
=  Flexible UFM

=  UFM sector protection

Security

=  Bitstream encryption/authentication
User AES256/ECC/SHA256, TRNG, UDS
Hard and soft port lock

Extensible engine ECC/HMAC/SHA512
Secure Root of Trust

I LATTICE
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MachXO5-NX FPGAs

Product Family

MachXO5-NX (10 Optimized)

MachXO5-NX (Logic Optimized)

Ball Pitch

Type (Size)

0.8 mm

(

256 BGA
14 x 14 mm)

199 (159,40,6) /(0)

199 (159,40,6) /(0)

(

400 BGA
17 x 17 mm)

299 (251,48,6) /(0)

299 (251,48,6) /(0)

(

484 BGA
19 x 19 mm)

43 | Lattice Semiconductor *confidential —
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Pin Migration

181 (145,30,6)(1)

Total (WRIO,HPIO,ADC)/
(PCle Gen2)

181 (145,30,6)(1)

Product Line LFMXO5-15D LFMXO5-25 LFMXO5-20TD | LFMXO5-30TD | LFMXO5-65T LFMXO5-55T | LFMXO05-55TD | LFMXO5-100T
Logic Logic Cells 14k 27k 20.4k 30k 65k 53k 53k / 38k 96k
Embedded RAM M18k Blocks / kb 20/ 360 80/ 1440 42 / 756 60 /1080 130/ 2340 166 / 2988 166 / 2988 (702) 208 / 3744
e
M512k Blocks / kb 1/512 1/512 1/512 1/512 1/512 5/ 2560 5/ 2560 7 /3584
Distributed RAM Dist Bits (kb) 95 184 122 190 300 320 320 639
Flash UFM (kb) 13312 15360 15360 15360 15360 79872 72192 79872
DSP 18x18 Multiplier 16 20 48 72 128 146 93 156
Clocking Phase Lock Loop 2 P 2 p 2 4 4 4
DDR3/DDR3L DDR3/DDR3L DDR3/DDR3L
DDR3/DDR3L DDR3/DDR3L DDR3/DDR3L DDR3/DDR3L DDR3/DDR3L ’ h ’
B DIEI| BT 1066Mbps x16 1066Mbps x16 1066Mbps x16 1066Mbps x16 1066Mbps x16 LPDDR‘% gBGMbpS LPDDRi: gssMbps LPDDR‘LJ gesMbpS
Serial 10 Hard PCle - - 1xGen2 1xGen2 1xGen2 2 x 1xGen2 2 x 1xGen2 2 x 1xGen2
Dual Boot Yes Yes Yes Yes Yes Yes Yes Yes
PQC - - - - - - - -
Security
AES-256, ECDSA-384, AES-256, ECDSA-256, AES-256, ECDSA-384, AES-256, ECDSA-384, AES-256, ECDSA-256 AES-256, ECDSA-256,/AES-256, ECDSA-521,|AES-256, ECDSA-256,
Encrypt/Authenticate SHA-384, HMAC-384, | SHA-256, HMAC-256, | SHA-384, HMAC-384, | SHA-384, HMAC-384, | SHA-256, HMAC-256, SHA-256, HMAC-256, | SHA-512, HMAC-512, | SHA-256, HMAC-256,
TRNG TRNG TRNG TRNG TRNG TRNG TRNG TRNG

- 336 (282,48,6)/(0) | 336 (282,48,6)/(0)

378(324,48,6)/(1)

378(324,48,6)/(1)

Advanced Information, Subject to Change

378(324,48,6)/(1)

291 (159,132,6) /(1+1) PLARCEL RE O NGE 2N 291 (159,132,6) /(1+1)

. Development

v10252024
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MachXO5-NX FPGAs (with PQC) : Lattice Launches Industry-First
MachXO5-NX TDQ

MachXO5-NX (IO Optimized)

PQC-Ready FPGA Famil

Product Family MachXO5-NX (Logic Optimized)

Product Line LFMXO5-15D | LFMXO5-25 LFMXO5-65T || LFMXO5-55T LFMXO5-100T
Logic Logic Cells 14k 20.4k 53k 38k 96k
Embedded RAM M18k Blocks / kb 20/ 360 80/ 1440 42/ 756 46 / 828 130/ 2340 166 / 2988 39/702 208 /3744
mbedde
M512k Blocks / kb 1/512 1/512 1/512 1/512 1/512 5172560 5172560 713584
Distributed RAM Dist Bits (kb) 95 184 122 190 300 320 248 639
Flash UFM (kb) 13312 15360 15360 15360 15360 79872 72192 79872
DSP 18x18 Multiplier 16 20 48 72 128 146 93 156
Clocking Phase Lock Loop 2 2 2 2 2 4 4 4
DDR3/DDR3L DDR3/DDR3L DDR3/DDR3L
DDR3/DDR3L DDR3/DDR3L DDR3/DDR3L DDR3/DDR3L DDR3/DDR3L ’ ’ ’
ple DR sty 1066Mbps x16 1066Mbps x16 1066Mbps x16 1066Mbps x16 1066Mbps x16 LPDDRi:gGGMbpS LPDDRi:gGGMbpS "PDDR‘;:g%MbpS
Serial |10 Hard PCle - - 1xGen2 1xGen2 1xGen2 2 x 1xGen2 2 x 1xGen2 2 x 1xGen2
Dual Boot Yes Yes Yes Yes Yes Yes Yes Yes
XMSS/LMS
PQC - - XMSS/LMS XMSS/LMS - - ML DSA -
Security ML KEM
AES-256, ECDSA-384, AES-256, ECDSA-256, AES-256, ECDSA-384,|AES-256, ECDSA-384,/AES-256, ECDSA-256/ \ES-256, ECDSA-256,[AES-256, ECDSA-521,AES-256, ECDSA-256,
Encrypt/Authenticate SHA-384, HMAC-384, | SHA-256, HMAC-256, | SHA-384, HMAC-384, | SHA-384, HMAC-384, | SHA-256, HMAC-256, SHA-256, HMAC-256, | SHA-512, HMAC-512, | SHA-256, HMAC-256,
TRNG TRNG TRNG TRNG TRNG TRNG TRNG TRNG

Ball Pitch Type (Size) Total (WRIO,HPIO,ADC)/

(PCle Gen2)
256 BGA
(14 x 14 mm) 199 (159,40,6) /(0) 199 (159,40,6) /(0) 181 (145,30,6)(1) 181 (145,30,6)(1)
0.8 mm (1$'?(013an‘m) 299 (251,48,6) /(0) | 299 (251,48,6) /(0) - 336 (282,48,6)/(0) 336 (282,48,6)/(0) | REIREGEREZINNIECEED] 291 (159,132,6) /(1+1) PEIRGELEREZ X N CEE))
484 BGA
(19 x 19 mm) 378(324,48,6)/(1) 378(324,48,6)/(1) 378(324,48,6)/(1)
. . . v10252024
Pin Migration . Development
7T
44 | Lattice Semiconductor *confidential — partner training* Advanced Information, Subject to Change ey Sl?nﬁl;l-!ccrg



SupplyGuard Provisioning

Preserves Trust through today’s Dynamic Supply Chain at the Lowest Cost

I — M — r — r —
High-Security IC ECu.stomfer " Cofntrtac? Secure Finished
Assembly Facility ngineering anutacturing: Product
e EteSsIgncd System Assembly with Sentry Root of
Bitstream Code (Insecure site) Trust
i
— —J _J

v Use High Volume Contract Manufacturer (CM)

@ No Special Security Requirements Imposed

= Protection against

. o\/er.building LATTICE
= Cloning SupplgGUard

= Counterfeiting
» Trojan insertion
= Ability to track devices through the supply chain
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More info

Implement PQC

Root of Trust

Cyber Resilience

True Cost of a Security Breach

PQC Standards

Supply Chain Protection

PFR Root of Trust
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Risk Management Spending

The hidden costs of inaction

Solution Brief ,/\
HLATTICE £ )

ECURING MODERN COMPLEX SYSTEMS WITH
LATTICE FPGA-BASED ROOT OF TRUST SOLUTIONS L

Enab

nce with Key CNSA, NIST anc

Overview

curity Capabilities

TTICESOLUTION

Hardware Root of Trust

The True Costs of a Security Breach

Compromised Lost Business  Downtime Reputation Time to Employee
Damage Discovery Response

—=
12COSTS = @ )

FROM A
SECURITY
BREACH

& 2080

Ransom Incident Breach Compliance Legal Costs  Loss of Business
Demands ~ Responseand  Notification  and Regulatory Connections
Recovery Fines
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