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Cicrsm 6 nurenmson otodo Smart Building Gasket

L'objectif est de développer un systeme de mesure et de transmission intégré dans les joints

HUTCHINSON permettant de détecter I'état d’'un ouvrant de type battant ou coulissant
* Détection intégrée directement aux joints
* Communication des informations via une liaison sans fil
* Intégration discrete et esthétique
* Temps de reaction ® = seconde Détecteur magnétique

* Autonomie ® =5 ans
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Cicrsmr 6/ urenmson fodo Smart Building Gasket
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Cicrsmr 6 nurennson otodo Smart Building Gasket

La détection est basée sur les variations d’une capacité électrique. Le condensateur est constitue
d’'une simple électrode conductrice ajoutée au joint et variant suivant la permittivité du milieu

environnant. ouvert vérouillé

Technologie et utilisation brevetée oscillo battant

invalide
Electrode Schéma équivalent [
Q + accélérometre
]
‘ C=€&g.— 5 o
< o
Ce (© invalide
@)
invalide
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Coris 6 nrcnmson efoclo Smart Building Gasket

— N 5K & 3

Sérigraphie encre carbone
& film protecteur sur
feuille plastique

Préparation électrode Collage électrode sur joint

\_ J \. y,
Joints TP .
3 matieres
2 matiéres
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Cicrsmr 6/ urenmson fodo Smart Building Gasket
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*capteur: joint équipé d’'une électrode
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Cicrsmr 6 nurennson otodo Smart Building Gasket

Baie coulissante
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Fenétre aluminium

| HUTCHINSON' 6TOC0

Données remontées

Smart Building Gasket

LE SALON DE LA CONSTRUCTION

18119120 OCTOBRE 2023

Fenétre PVC

Baie aluminium

Ouvrant
gauche droite gauche droite gauche droite
- ouvert ouvert - ouvert ouvert - ouvert - ouvert
- verrouillé oscillo-battant - verrouillé oscillo-battant - fermé - fermé
- invalide verrouillé - Invalide verrouillé - verrouillé - verrouillé
invalide invalide - Invalide - Invalide

5/12/2023

4 niveaux ® ouvert / oscillo-battant ou fermé / verrouillé / invalide

Protocole Matter pour le tertiaire et la domotique




Cicrisr 6 Hutcnson etodo Matter

< Matter
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C.CR.ES?!EE & | HUTCHINSON' @TOdO OTODO

 Lasociété OTODO a été créée en 2016

* OTODO commercialise en marque blanche une
plateforme d’interopérabilité dediée a la maison
connectee, notamment destinée aux operateurs
de services et/ou télécoms.

* Sijtuée a Tours et Paris
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C e G Hutcrinson' otodo Protocole MATTER

Sz matter

Matter c’est :

« Un standard de connectivité pour la domotique, dérivé du protocole Zigbee. Il a été
congu pour améeliorer la communication entre les appareils domotiques, quel que soit
leur vendeur/fabricant, et pour assurer leur interopérabilité.

|l définit les couches OSI au-dessus de IPV6

« S’appuie sur des standards existants (protocoles sur IP (LAN), Thread, BLE, Zigbee...)

» Est géré par le consortium CSA (Connectivity Standards Alliance) ex Zigbee

© CRESITT Industrie
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CCRS'" & | HUTCHINSON" @1OJO Réseau MATTER

Réseau Thread Commissionee Matter device

atter Fabric

'O

-
-

Réseau Ethemet Commissionable Matter device

Réseau Otodo

X

Non Matter device

Protocoles non-
Matter

Un seul commissioner
et un seul admin pour la
Fabric!

Réseau
@ Ethernet

Donc si plusieurs systemes
(google, amazon, apple,
otodo) doivent cohabiter ils

Border Router
Thread

devront le faire dans leur (Datasépy  Router Thread
. SSID
propre fabric O"t'ggo aomword) @ i
Commissionner ?
Administrator
—\ Commissionner
Administrator @
Mobile
APP
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C iR G Hutchinson: 610d0 Protocole MATTER

Termes a retenir :

MATTER :
*  Fabric
+  Commissioner : Node ayant la capacité de commissioner un autre Node.
« Administrator (Node ayant tous les droits d’acces).
* Node (~device) = Entité adressable (Attention il va falloir jongler entre ces deux termes !)

* AP (Access Point)
«  SSID (Identifiant du réseau)
« Password (mot de passe du réseau)

Thread
* Border Router ou OT-BR (Open Thread Border Router)
* Router (équipement alimenté en permanence (prise, lampe) permettant d’étendre le réseau Thread)

*  DATASET (~ SSID/PWD Wi-Fi + numéro de canal +...)

© CRESITT Industrie
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C iR G Hutchinson: 610d0 Protocole MATTER

Thread est :
* un protocole radio (basé sur le 802.15.4 en 2.4GHz, comme pour zigbee)
* un protocole bas débit
«  plutdt destiné aux objets basse consommation
* supporte le maillage
* IPV6 (avec quelques limitations) - facilite le développement de passerelles LAN-Thread
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C:emm G nurermson otodo Commissioning MATTER

Les étapes du Commissioning

Découverte de I'objet (BLE, On-Network)

Obtention des infos permettant d’identifier I'objet

Recherche de I'objet dans I'environnement proche

Etablissement d’'une premiére connexion sécurisée

Vérification de son authenticité et sa certification

Configuration pour l'intégration dans le réseau local

Détection de I'objet sur le réseau local

Etablissement d’'une session sécurisée pour la communication “matter

O NOOAEWNRE

© CRESITT Industrie
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C:emm G nurermson otodo Commissioning MATTER

Comment identifier I’'objet?

Les informations disponibles sur I'objet sont :
. Vendor ID : Permet d'identifier le fabricant (la marque) (optionnel sur le manual pairing code)
. Product ID : Permet d’identifier le produit (associé a la marque) (optionnel sur le manual pairing code)
. Discovery Capabilities (BLE, on network). Dans tous les cas le commissioner fera aussi une découverte a I'aide de DNS-SD
. Discriminator : entier sur 12 bits permettant de différencier plusieurs objets identiques (4 bits sur le manual pairing code)
. Passcode : Entier 27 bits utilisé en tant que preuve de possession. Evite que le voisin ou une personne mal intentionnée
commissione 'objet a notre place.

. Manual pairing code
Short : 34970112332
Long : 749701123309050652796

. QR Code
VID 0x235R (9050)
2 PID 0x4541 (17729)
[}
-3 Discriminator 0x0F01 (3841)
£ MT:C8XA0-1K01000648G00
E Setup Pin Code (Password) 20202022
é’ Pairing BLE
(8]
©
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C:orsm 6 nutermson otodo Commissioning MATTER

Vérification de I'authenticité et du statut de la certification de I’objet?

* repose sur une infrastructure a clés publiques (PKI)
* Les PAIl et DAC sont sauvegardés dans chaque objet.
* Les PAA sont stockeés sur le serveur DCL (qu'il faudra donc interroger périodiguement).

PAA 1 PAA 9
(self-signed) | [self-signed)

PAI PAI FAl ' PAI

YiD 1 ViD & PID 4 ViD 8 ViD 2
(PAA-signed) (PAA-signed) (PAA-signed) | (PAA-signed)

DAC DAC DAC DAC DAC | DAC DAC

VID1 YiD 1 ViD & YD & VID B ViD & ViD z

PID 1 FID 4 PID & FID & PID 7 FID & FID 7
(PAI-signed) | (PAl-signed) [PAI-signed) (PAl-signed) @ (PAl-signed) @ (PAI-signed) (PAl-signed)

PAA : Product Attestation Authority, PAI : Product Attestation Intermediate, DAC : Device Attestation Certificate

5/12/2023 Protocole Matter pour le tertiaire et la domotique
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| HUTCHINSON' 6TOC0

Le modéle:

5/12/2023

Cluster Descriptor

| Cluster Basic information

_ Cluster Access Control

Cluster ...

[ Cluster Descriptor

:_ Cluster . ..

Cluster ...

Cluster ...

Data Model MATTER

Le Endpoint O est obligatoire pour chaque Node.
C'est le point d'entrée de la découverte de 'objet.
Il doit implémenter le device type “Root Node”

Chaque Endpoint a un cluster “Descriptor”

Il indique le(s) type(s) de device implémenté(s)
par le endpoint

Les device Type sont figés pour une version de
spec. lls sont décrits dans le document “Matter
Device Library”

Un device type précise quels cluster doivent
étres implémentés.

Protocole Matter pour le tertiaire et la domotique




C:cresmr G Huternson otodo Certification MATTER

Pourquoi certifier ?

En plus de la reconnaissance de la conformité a une spécification du CSA, la certification permet I'utilisation
de logos de produits certifiés et la liste du produit sur le site Web de I'Alliance a des fins de vérification. La
certification indique la conformité a une spécification et montre l'interopérabilité dans le programme respectif.

Avantages de la certification des produits :

Indique clairement et indépendamment l'interopérabilité avec les produits des plus grandes marques
mondiales

Réduit les barrieres a I'entrée sur le marché grace a I'acces a un vaste écosysteme technologique

Permet d'utiliser des logos de produits certifiés exclusifs Connectivity Standards Alliance et une liste de
produits sur le site Web de Connectivity Standards Alliance.

© CRESITT Industrie
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sCRESITT -G | HUTCHINSON' GTOCIO Certification MATTER

Eecome a Member Request a ect a Compliant
Manufacturer ID / tform or Network Provider
Vendor ID Transport

N1 N9 N2 NA

Stangargs Allaney Contest the Allimncg Cartitization

Read Connpgiy

ng Goearning Documanty Tanr #c resarve your Mans
1y or Yendar ID.

list ot zetifies Comatiant Platdarms

Fer Matter and pro; ou have the

send Product to be Submit Certification Application Pending Upon Approval
sted Application

NE NA N7 N

gt Frgnder Faciit
gaments for tasling
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| HUTCHINSON' 6TOC0

Filters Reset

Search

(*) Product Type
[] Platform
[ ] Product

Software Component

@ Device Type

(*) Program Tupe

|:| Green Power Device

D Manufacturer Specific
Matter

[] Zigbee 3.0

[] zighee Building Automation

Certification MATTER

Otodo a certifié le firmware de son Hub-MZ

= y f /’_)
L] k e
HONOR DEVICE €O, LTD. 0TODD 545 HONGR DEVICE €0, LTD.
HONOR Al Space Hub-M2Z HONOR MagicLink
Matter middleware Matter
Certificate 1D: Matter Certificate 1D:

C5A230605WCA0111-M1

HONOR Al Space lets you
manage all of your smart

devices in one place

Learn Nore —»

Certificate 1D:
CSA230565WC60107-M2

Middleware of Smart Home
Hub MZ model

Learn More —»

CSA230555WCH0106-M2

HOMNOR MagicLink soft
component supports Matter
protocol to connect and control

the devices

Learn More —»

Protocole Matter pour le tertiaire et la domotique




C:crismT G HuTeHinsoN ot0d0 MATTER 1.2

Nouvelle version de Matter tous les 6 mois.
La liste des devices types ajoutés dans Matter 1.2 est :

- Smoke CO Alarm

- Air Purifier

- Air Quality Sensor

- Robotic Vacuum Cleaner

- Laundry Washer

- Refrigerator

- Room Air Conditioner

- Temperature Controlled Cabinet
- Dishwasher

© CRESITT Industrie
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Cicrisr 6 Hutcnson etodo Device Matter

Mise en ceuvre
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C:crism G Hutchinson @todo Architecture Matter

aannaotiv l._.
‘ : standards
alllance

Couche
Applicative

Couche
Réseau

Liaison / média

© CRESITT Industrie
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C:eristr G Hutcnson otodo Ecosystéme Matter

End node

~
i8]
S)
>
ks
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o
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= S
- 3
E W Wi-Fi o
- 4 ks
- =
- il Edge node S
g =
14 o
(8} ~
o %)

(mesh extender)
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Cg;c".:;D%!H & | HUTCHINSON' @tOdO End node Matter

Objectif : mettre a disposition I'état de la fenétre

Contraintes
e Capteurs embarquées
* Longue autonomie
* Faible encombrement
‘ * Supporte Matter

® Debut de solution
* Technologie radio : Thread

5/12/2023 Protocole Matter pour le tertiaire et la domotique
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| HUTCHINSON' 6TOC0

Matter Bridge to control
Other loT Network Standard
with Matter apps & devices

Border Router can be
built into many devices
such as access points
smart speakers, etc

@ Matter Device Matter Bridge

. Thread Border Router Non-IP Device

+ [P Connectior

Thread & Matter

Another ecosystem /platform
may be used at the same time
to control the same Matter devices

A matter

B BUILY ON
THREAD

., - BUKT ON nEoLInts
) THREAD [y
@ : @ Matter Devices of
X : 5 . different types & brands,

sharing the same

-®‘ ‘. e Thread mesh network.

Protocole Matter pour le tertiaire et la domotique
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C:eristr G Hutcnson otodo Thread device

Device types

OpenThread distinguishes between different device types depending on what roles a device can take in the Thread network.

Full Thread Device (FTD)
An FTD can be both a router and an end device. Its radio is always on.
Minimal Thread Device (MTD)
An MTD is always an end device. It forwards all messages to its parent.
There are two important subkypes:
Minimal End Device (MED)
An MED keeps its transceiver always on.
Sleepy End Device (SED) and Synchronized Sleepy End Device (SSED)
An SED is usually off and wakes occasionally to receive messages from its parent.
An SSED is an enhanced SED. It transmits less data than an SED and relies on receiving messages from its parent only in

specified time intervals.

For more information, see the Thread device types page.
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C:eristr G Hutcnson otodo Thread device

Device types

OpenThread distinguishes between different device types depending on what roles a device can take in the Thread network.

Full Thread Device (FTD)
An FTD can be both a router and an end device. Its radio is always on.
Minimal Thread Device (MTD)
An MTD is always an end device. It forwards all messages to its parent.
There are two important subkypes:
Minimal End Device (MED)

An MED keeps its transceiver always on.

Sleepy End Device (SED) and Synchronized Sleepy End Device (SSED)

An SED is usually off and wakes occasionally to receive messages from its parent.

An SSED is an enhanced SED. It transmits less data than an SED and relies on receiving messages from its parent only in
specified time intervals.

For more information, see the Thread device types page.
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C:crisr 6 utcrinson otodo Thread device (SED)

Minimal Thread Devices

Minimal Thread Devices (MTDs) are devices that do not maintain a routing table and are typically low-power devices that are not
always on. They can only be End Devices, and they always need a parent to function. They forward all their messages to their
parent.

Minimal Thread Devices can be Further divided into three categories:

» Minimal End Device (MED)
+ Sleepy End Device (SED)
» Synchronized Sleepy End Device (SSED)

Minimal End Device Sleepy End Device Synchronized Sleepy End Device
Maintains a
routing table He 9 Hg
Radio Always enabled Periodically enabled Periodically enabled
parent immediately The SED polls for new Parent Fforwards the messages during designated

New messages transmission window or when SSED explicitly polls

forwards the messages messages when it wakes up Tone
No new oo Parent indicates no pending ——
Mmessages No data transmission messages No data transmission

Minimal Thread Device categories
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C.crsm G HuTeHinsoN @100 Matter Device

° M eta' M Odel | data mOdeI Ressource unique identifiable et

adressable dans le réseau composée d'un
ensemble de fonctions et de capacités (1
seul nceud par appareil en général)

Dayics Conforme a un ou plusieurs « device type »,

Node 0 déterminés suivant la version de matter, qui

; - définissent le(s) cluster(s) supporté(s)

Endpoint0 Endpoint1 Endpoint... Ex device type :

base : node, app, client, server...

— : utility : Root _node, power source...
Attribute app : on/off light, contact sensor,

Interaction Model

ot g \ Attribute (Event) temp sensor, door lock...
| Seauy | Comitand
Message Framing and Routing.

Src : nordic semiconductor

Interface fonctionnelle qui définit les
interactions (client/serveur) possibles

Etats actuels typés (bool, int, string..)
Etats passés
Actions pouvant étre effectuées
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https://developers.home.google.com/matter/primer/device-data-model?hi=fr
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C:eristr G Hutcnson otodo Matter Device

¢ Exe m p I e d , u n i nte rru pte u r Table 12, Attributes of the On/Off Server Cluster

Dot ID Name Type Consiraint Quality Default Access Confor-
evice
mance
Node 0
) Erdnntil [Enaroin 0x0000 OnOff bool all SN FALSE RV M
Cluster 0x4000 GlobalSceneControl bool all TRUE RV LT
e 0x4001 OnTime uint1f  all X 0 RW VO LT
\ i i i 0x4002 OffWaitTime uint16  all X 0 RW VO LT
| Seawty |
— 0x4003 StartUpOnOff Star-  desc XN MS RW VM LT
tUpOn0O
ID Device Name Superset Class Scope i
0x0103 On/Off Light Simple Endpoint
Switch

Table 10. On/Off Light Switch Cluster Requirements

ID Cluster Client/Server Quality Conformance g
0x0003 Identify Server M g
£ 0x0003 Identify Client M 'q%
é 0x0004 Groups Client 0 .(é
E 0x0005 Scenes Client 0 ;O_
& 0x0006 On/Off Client M &

5/12/2023 Protocole Matter pour le tertiaire et la domotique



Ce.c".ﬁ%.!,ll @ | HUTCHINSON' @TOd0 Matter Device

* Exemple d’'une commande de lampe dimmable

Node

Endpoint 0 (Reserved)

Endpoint 1 (Device Type: Dimmable Light)

« Attributes: OnOff
« Commands: On, Off, Toggle

» Attributes: CurrentLevel
» Commands: MoveTolLevel

=

I Cluster Server On/Off w [ Cluster Server Level Control J

Endpoint 2 (Device Type: On/Off Light)

Cluster Server On/Off
« Attributes: OnOff
[

« Commands: On, Off, Togg!

Simplistic Representation of a Matter Data Model
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C:crisr G| hutcHnson otod0 Endpoint matter

Endpoint 0 réservé aux device type utility :
dont le Root Node :

Shall be root node point

Shall support the Root Node device type

A Root Node device type should be a singleton on the root node endpoint
Only one root node endpoint is accepted for the node

The PartList of the descriptor cluster on the root node endpoint SHALL list all
endpoints on the node, except the root node endpoint

(]}
=
-
[72]
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sCRESITT - | HuTCHINSON' B TOCO Root Node

m ClusterName Client/Server Quality Conformance D ClusterName Client/Server Quality Conformance
0x0028 Basic Information Server | M 0x0034 Software Diagnas- Server I o]
OXO01F Access Control ~ Server I M fics
0x002E Power Source Con- Server I 0 0x0037 Et\lm‘neL.Nelwurk Server 1 [Ethernet]
; Diagnostics
figuration
0x0038 Time Synchroniza- Server I RO KRR W_I_Fl NEFWUII( AN ' Tt
. Diagnostics
tion
0x003F GioupKeyMan- | Server 1 M 0x0035 Il;l,ir?ad IN.e:t\work Server I [Thread]
agement iagnostics
0x0030 General Commis-  Server I M H
g Cluster requirement for root node
0x0031 Network Commis-  Server ICustomNetwork-
sioning Config
0x003C Administrator Server I M
Commissioning
0x003E Node Operational  Server I M
Credentials
0x002B Localization Con-  Server I LanguageLocale
figuration
0x002C Time Format Server I TimeLocale
Localization
'f:: 0x002D Unit Localization Server I UnitLocale
(2]
-§ 0x0033 General Diagnos-  Server 1 M
= tics
t
E 0x0032 Diagnostic Logs  Server 1 0
74
(8]
©
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CicreEl G hurennson otodo Outils de génération

 Utilitaire ZAP
e Outil graphique baseé sur la librairie de cluster Zigbee
* Génere le modele de données (data model)

DEV TOOLS zcL GENERATE .. REGENERATE PREVIEW X% @ @
Cluster Configurator: Matter SDK ZCL data & ZCLGLOBALOPTIONS.. = ZCL EXTENSIONS _

Endpoint 0 Clusters

Show | MoFilter - | CLOSE ALL ‘

© CRESITT Industrie
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C:crisr 6 utcrinson otodo Outils de génération

 Utilitaire ZAP : endpoint

Matter Power Source (0x0011)

Matter Pressure Sensor (0x0305)

Create New Endpoint Create New Endpoint

Matter Pump (0x0303)

Matter Pump Controller (0x0304)

Profile 1D

Matter Root Node (0x0016)

Matter Secondary Network Commissioning Device Type (0xF002)
Jevice

Ceie Matter Root Node (0x0016)

Matter Speaker (0x0022)

CANCEL CANCEL

CANCEL

© CRESITT Industrie
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CRESITT -G |HuTCHINSON" 10O Outils de géenération

e Utilitaire ZAP : cluster

DEVTOOLS  ZCL GEMERATE.. RECENERATE FPREVEW 2 @ @

Cluster Configurator: Matter SDK ZCL data @ ZCLGLOBAL OPTIONS.. = ZCLEXTENSIONS..

Descriptor 0x001D - Server

Endpaoint - 0
Binding - Nat Enabled

Device Matter Root Node
(0x0016) Access Control - Server

Network 0

Profile ID 0x0103 £tions 0%0025 Nat Enabled

Version 1
Localization Configuration ox0028 Mot Enabled

Enabled Clusters 15

Enabled Attributes 266 Time Format Localization 0x002C Not Enabled

Enabled Reporting 322

Endpoint - 1 General Commissioning 0x0030 = Server

Endpoint - 2 Generzl Diagnostics 0x0033 - Server

Software Diagnostics & Server

Thread Netwark Diagnostics - Server

WiFi Network Diagnostics 7 Server

5/12/2023 Protocole Matter pour le tertiaire et la domotique
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s ORESTT G | HUTCHINSON GO0

=

e Utilitaire ZAP : cluster - attributs

Endpoint 0 / CHIP / Power Source

Power Source

This cluster is used to describe the configuration and capabilities of a physical power source that provides power 1o the Node

Cluster ID: 0x002F, Enabled for Server

ATTRIBUTE REPORTING COMMANDS
Enabled Artribute 10 Attribute Required Client/server Mg Code Slorage Option

OA LA

.- - 0x0009 WiradPresant Server RAM
. ActiveWiredFauite Server
Ox0008 Hat/oltage
Ox000C BatPercentRamaining
BatTimeRemalning
0x000E BatChargelevel

OxD00F BaiReplacementNeeded Server

Protocole Matter p

Singleton

O

Outils de génération

‘ Q. Searchattributes

Default

INT32U

INT&U

INT3ZU

BATCHARGELEVEL




© CRESITT Industrie

CRESITT -G |HuTCHINSON" 10O Outils de géenération

e Utilitaire ZAP :

DEV TOOLS ZcL GENERATE.. REGENERATE PREVEW X @ ©

Cluster Configurator: Matter SDK ZCL data @) ZCLGLOBAL OPTIONS.. = ZCL EXTENSIONS..

Endpoint - 0 Operational Credentlals = Nat Enabled

Endpoint - 1 Graup Key Management = Mot Enebled

Device Matter Contact
Sensor (0x0015)
Network 0

Fixed Label s Not Enzbled

User Label 0x0041 - Not Enabled
Profile ID 0x0103

Version 1
Proxy Configuration - Not Enabled

Enabled Clusters 3

Enabled Attributes Proxy Discovery = Not Enabled

Enabled Reporting

Proxy Valid Mot Enabled
Endpoint- 2

. Boolean State Server
Device Matter Contact

Sensor (0x0015)
Network 0 Mcde Select 0x0050 Nat Enabled

Profile ID 0x0103

) Wake on LAN 0x0503 Not Enabled
Version 1

Enabled Clusters
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S CRESMT G| HuTeHnsoN' @todlO Outils de géenération

e Utilitaire ZAP : génération des librairies

C++ C++

access.h callback- CHIPClient CHIPCluste Clusters. endpoint_ gen_config. IMClusterC PluginAppli
stub.cpp Callbacks.h rs.h matter config.h h ommandHa cationCallb
ndler.cop acks.h

lhool  attribute ((weak]| emberAfattributewWriteAccessCallback(
Endpointld endpoint, Clusterld clusterld, Attributeld attributeld)

return true;

!
? 1* Partsilst of 3
J* Featurehap
DRAGE}, ZAP_EWPTY_DEFAULT() |, /* ClusterRevision */ |

|bool  attribute (iweak}| emberAfDefaultResponseCallback(
I8P E " T % | - Clusterld clusterld, Commandld commandid, EmberAfStatus status)
\ 1L

ANAL_STORAGE

Jo f* Subjec
. i* TargetsPeraccessie
.'qun’\ 1. {* AccessCantroléntriesferFabr

return false;

lbool  attribute ((weak]| emberAfPreMessageSendCallback(
Emberﬂfﬂessagestruct * messageStruct, EmberStatus * status)

\ i
J* Vendorhane *=f % return false:
jendarin *f '
} 1. /% Froductdane */ -+
{ iz P IBUTE. : : ' {* FroductIn *f -
5 Sty _TYPECCHAR ) ZAP_ATTR. : LR IBUTE paski s ] “-Wu'*"‘“'*ji‘ TAP_ENFTY DEFMULTLD. 34 Ibaol  artribute ((weak]| emberAfMessagesentCallback(
V[ oxeoaones , MASK{WRTTABLE}, ZAP_EMPTY BEFAULT(Y 1, / const MessageSendlestination & destination,
. l:cJ[l:n o ) . EnberApsFrame * apsFrame, wintlf_t msglen, uwint8_t * message,
st 0L SR - Emberstatus status)
\ 5 i

ottu.!. \':r:\e1 !

2 reversionstring =)
ranurau.n ingbate =/
serialbunber */
quell *f A

return false;

IEmberAfStatus  attribute ((weak)) esberAfExtermalAttributefeadCallback(

Endpointid endpoint, ClusterId clusterld,
const EmberAfAttributeMetadata * attributeMetadata,
uwintd_t * buffer, wintl6_t maxReadLength)

v+ Endpoint: @,
b gapesppane,
I { expeobean

cluster i
1. f* DefaultOraproviders =/ T
return EMBER ZCL STATUS FAILURE;
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C:crismT G HuTeHinsoN ot0d0 Matériel

Choix du microcontroleur

© CRESITT Industrie
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C:crisr 6 utcrinson otodo Matériel

e Contraintes :

* Pile Matter 1.0

* Thread

* Interface capteurs

* Peu encombrant (SoC)
e Maitriser
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Cac".%s!m ‘@ | HUTCHINSON' @100 Matériel

e Possibilités:

e NXP
 STMicroelectronics

* Nordic Semicondutor
 Silicon Labs

* Texas Instrument

* Espressif

(]}
=
-
[72]
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Solutions Matter NXP

MOST COMPLETE PORTFOLIO OF PLATFORMS AND GROWING

© CRESITT Industrie

STANDALONE MCU HOSTED MPU HOSTED
I Q) K32Woxor ] (D KI2Wox or () x32Wox or
— BK32w148 — (& K32w148
8 kaaviies E i.MX RT1060 @0 LMX 6, 8, 9 HOw
N L7 E IW416 w8987
et - = .
2 kT @0 =T @O
|
MW320 (&  SEO5xor A5000 &)  SEO5xor A5000
L
sl @ i.MX & w12 MX 6,8, 9* S we12 Matter 11
&  SE0Sx or A5000 R ;}";g_@ @0 v ©HEO
| 1
a { &  SE0S5xor A5000 ‘ @, SEO5x or A5000
-
RW612 5
] iMX & RWé12 i.MX 6, 8, 9* & Rwé12
M B OO i 1o 3 — ¢ ©) © a2

Q)  SE0Sx or A5000

NXP Technology D Can be added

(@  seosxor Asc00

@  sE05xor A5000

Matter certification planned D Matter certified & Fdgelock security

*NOTE: Matter requires end product certification. NXP Linux platform certified on .MX 8M Mini, same Yocto recipe can be used for other i.MX products, e.g., .MX 93

5/12/2023
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C.crism G wutennson otodo Solutions Matter STMicroelectronics

« Dual core & security (Arm® Cortex®-M4 /-M0+) OPENTHREAD .i'?e. matter
STM32WB « Upto 1 Mbyte flash- memory/ 256 Kbytes RAM 1.1
. Bluetooth® Low Energy 5.4, Zigbee R22 & Thread, ) Bluetooth 5 @m
proprietary, Matter

Matter Over + STM32WB55: Dual core & security (Arm® Cortex®-M4 /-M0+), Ultra-low-power; Up to 1 Mbyte flash- memory/ 256 Kbytes RAM
* Matter ready: Matter SDK integrated, Matter Pre-certified, Thread 1.3 certified, BLE 5.4 certified
Thread End « Optimized for Matter: Optimized OTA, Easy Matter provisioning APls, Easy Device Programming
Device » Wide peripheral coverage: USB, QuadSPI, LCD, ADC, Temperature sensor, capacitive touch, ULP UART and many others!
+ Package Flexibility: Module, WLCSP, UFBGA, VQFN, UQFN

Thread Border « Complete Thread Border Router Solution: STM32MP1 for traffic processing & STM32WB35 as Radio Co-Processor for Thread connectivity
Rolit « Ideal to setup your own matter ecosystem, reduce dependency on existing controllers and provide device to cloud connectivity
outer +  Pre-certified solution

Matter to non- Complete Matter to non-Matter Solution: STM32H7 for Matter Bridged node & your preferred wireless solution for the non-Matter network
. (STM32WL, STM32WB, STM32WBA...)
Matter Brldge * Dedicated team to support your Matter to non-Matter bridge project: define virtual device list, certification strategy, integration....

© CRESITT Industrie
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C:ersm G hurernson ofodo  Solutions Matter STMicroelectronics

<4 : e Wireless MCUs Hosted architecture
A Dovcetpe MCUNE e oo
RCP model
Matter Gateway ThmudHCP STM32H7 + STM32WB
(Border router) Ethernet / WiFi STM32MP1 + STM32WB
NCP model
Matter over Thread Concurrent Dynamic STM32WB* STM32H7 + STM32WB
End Device Thread - Bluetooth LE : STM32U5 + STM32WB
STM32MP1 + STM32WB

NCP
STM32H7 + STM32WB
STM32MP1 + STM32WB
5TM32H7 + STM32WL
STM32MP1 + STM32WL

Matter bridge to
o Any**

no-Matter technologies

*OTA on external Flash
**data mode! bridging Matter to any other technology
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C:crism G hutcnnson otodo Solutions Matter Nordic Semiconductor

NnRF <"v1 nRF SERES NRF
- NRE7002 i b 6
RF5340 " T
°n
: Bluetooth
. NRF52840 wid) 6 3

e NRF54H20, nRF54L15 a venir cf HREAD

nRFZ%
9% sz Matter 1.2

5/12/2023 Protocole Matter pour le tertiaire et la domotique



C.crism1 G Hutchinson: ot0d0 Solutions Matter Silicon Labs

Az matter

THREAD

- [ e -_ *: ’ ‘: *

MR21 Siwo15 SiWo17 | RS9116

High-performance, Thread RCP with Thread RCP with Best security Lowest power, Ultra-low-power
low-power SoC for Bluetooth LE and Bluetooth LE for Wi-Fi 6 SoC for best securfty Wi-Fi WI-Fi 4 NCP
Matter over Thread Multiprotocol for Matter gateways Matter line devices 6 SoC for Matter solution for Matter

and Multiprotocol Matter gateways battery devices battery devices

© CRESITT Industrie

5/12/2023 Protocole Matter pour le tertiaire et la domotique 53



2
=
7]
=}
T
=
[
=
(7]
w
o
()
©

C:ersmr 6 Hurernson etodo Solutions Matter Silicon Labs

Matter 1.0/1.1 Matter 1.2

* = @
[ @ o . K E =
Controllers / Lighting, TVs Sensors Locks, Shades HVAC Controls
Bridges Switches, Plugs

SIWx8917

L]
. ths‘ls—_

RS9116
D —

Siwx217

MG21

Future Device Types

SIWx915

@ THREAD PRODUCTS | @ WI-FI PRODUCTS

5/12/2023 Protocole Matter pour le tertiaire et la domotique




3 CRESITT

INDUSTRIE

@ | HUTCHINSON' BTOJO Solutions Matter Texas Instrument

€3 Bluetooth’
fHREAD

-

CC2652x

-

CC2652x7

-\

CC2674x10

Deseription SimpleLink Arm® Cortex®-M33 TrustZone® SimpleLink Arm Cortex-M4F multiprotocol 2.4- SimpleLink 32-bit Arm Cortex-M4F multiprotocol 2.4
multiprotocol 2.4-GHz wireless MCU GHz wireless MCU with 704-kB Flash GHz wireless MCU with 352-kB Flash
Protocols Bluetooth 5.3 Low Energy Bluetooth 5.2 Low Energy Bluetooth 5.2 Low Energy
Thread Thread Thread
Zigbee 30 Zighee 3.0 Zighee 3.0
Matter Matter

Matter end device Matter gateway (Thread RCP)

Matter gateway (Thread RCP)

Matter end device
Matter gateway (Thread RCP)

Matter use-case

5/12/2023

Protocole Matter pour le tertiaire et la domotique

CC32308F CC32358F CC3235MODSF CC3235MODASF
Matter 1 . O Description simpleLink 32-bit At Cortex-M4 SimpleLink 32-bit Arm Coriexc4 24 SimpleLink 32-bil At Cortex-ia SimpleLink 32-bil Aim Cortex-M4 2.4 &

7 8-GHZ WI-FI CERTIFIED wirgless & 5-GH7 WI-FI CERTIFIED wireless 2.4 & 5-GH? WIHF| CERTIFIED™ 5-GHZ WIHF CERTIFIED maodule with

@ MCcu MCU module integrated antanna

=

7]

=

'E - Protocols WI-Fi Wi-Fi WEF Wi-Fi

- w I Mattar Mattar Matter Matter

[

|

m Device Matter SoC Matter SoC Matter SoC modulz Matter SoC module

5 feature 2.4-GHz Wi-Fi 8oC 2.4-GHz & 5-GHz Wi-Fi SoC 2.4-GHz & 5-GHz Wi-Fi SoC module 2.4 GHz & 5-GHz Wi-F SoC module

© Integrated antenna
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C:ersmr 6 Hurernson etodo Solutions Matter Espressif

Propose solutions O code

ESP32-C3
(ESP8685)

—_ Wi-Fi :
i-Fi End Device
O ESP32 ESP32-C2 ESP32-C3 ESP32-C6 ESP32-S3

Our W Ficiahiesl Balmansmaaties, sucl ESP32 > ESP8684»«ESP32ICT S ESP32-C6 » ESP32-S3 »
as those included in the ESP32, ESP32-C and
ESP32-S series, can be used for building

Matter-compatible Wi-Fi devices. M atter l . 2 (11/2 3)

ESP8E8S >

@ Thread End Device

ESP32-H SoCs and modules'supporting IEEE
802.15.4 can be used for building Matter-
compatible Thread end devices.

ESP32-H2 >
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C:crisr 6 utcrinson otodo Logiciel

Environnement de développement
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Cicrsmr G nurennson otodo— Software Development Kit (SDK)

Ensemble des outils existant :
* SDK du fabriguant de microcontroleur retenu

* Interface de développement intégrée (IDE)

 APIl/stack Matter

* Projet chip (Zigbee): https://github.com/project-chip/connectedhomeip

* Inclus dans le sdk avec le compilateur

(]}
=
-
[72]

© CRESITT Indu:

* Inclus dans I'exemple
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https://github.com/project-chip/connectedhomeip

C:csmr Glnuremson otodo Software Development Kit (SDK)

* Exemple : Nordic Semiconductor

nRF Connect SDK version Matter specification version Matter SDK version

v2.5.99 (latest) 1.2.0 1.2.0.1

v2.5.0

v2.4.2

1.1.0 1.1.0.1

v2.4.1

v2.4.0

v2.3.0 1.0.0.2

v2.2.0 1.0.0.0
2 v2.1.4 1.0.0 1.0.0.0
g v2.1.3 1.0.0.0
g v2.1.2 1.0.0.0
©
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Cicrism G nurennson ofodo Software Development Kit (SDK)

 Nordic Semiconductor Visual studio + Add Build configuration
nrf connect sdk v2.2

nrf52840dk_nrf52840

Lo Create Mew Application Ffrom Sample (1/3)

matter

Use build system default

Kconfig fragments ()

Devicetree overlays (&

Add ovenay
Extra CMake arguments (2

Add argument

Build directory name (7)

build

Optimization level G

Use project default

+| Build after generating c

Build ConFiguration

© CRESITT Industrie
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Cicrism G nurennson ofodo Software Development Kit (SDK)

 Nordic Semiconductor

* Exemple de gestion des valeurs d’attributs de cluster sur un
device matter

Endpoint- 0 Endpoint - 1 Endpoint - 2

Device Matter Root Node Device Matter Contact Device Matter Contact
{0x0016) Sensor (0x0015) Sensor (0x0015)

batteryVoltage);

batterylLevelInPercent | ;

© CRESITT Industrie
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C . crisT1 -G Hutchnson otodo

e Génération du QR code

 Utilisation de chip-tool

$ ./chip-tool-debug payload generate-qrcode

Software QR code

--vendor-id @xFFF1 --product-id 0x8000

--rendezvous 2

--discriminator

0x0F04 --setup-pin-code 25147864

[17666547600.221565][51863:51803] CHIP:TOO: QR Code: MT:Y.K90-C714-U6037K08

--vendor-id : OxFFF1 = utilisé pour tous les exemples
--product-id : 0x8000 = produit non répertorié

--rendezvous 2

PID_allocation_for_example_apps.md

5/12/2023

= commissioning via ble

App PID

All Clusters
Bridge
Door Lock
Light switch
Lighting

Lock

0x8001

0x8002

0x8003

0x8004

0x8005

0x8006

OTA provider

OTA requestor
Persistent Storage
Pigweed

Pump

Pump Controller

https://github.com/project-chip/connectedhomeijp/blob/482e6fd03196a6de45465a9000394 7ef4b86e0b1/docs/examples/discussion/

0x8007

0x8008

0x8009

0x800B

0x800A

0x8011

Protocole Matter pour le tertiaire et la domotique

Shell

Temperature measurement
Thermaostat

TV

Window

0x8012
0x800D
0x800E
0x800F

0x8010

63



C:orsm 6 nutermson otodo Software QR code

e Generation du QR code : Utilisation du projet chip connectedhomeip
https://project-chip.github.io/connectedhomeip/qrcode.html

MT:Y.K90-C714-U6037K00 Generate QRcode
e,

Please scan with your CHIPTool app.

Payload: MT:Y.K90-C714-U6037K00
This QR code is unique for your device. You may print a copy of this for subsequent use.

© CRESITT Industrie
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C CRESITT -G |HUTCHINSON' 3TOC0 Ecosysteme Matter

N

sk matter [

Thisad WiFi Access Point

netwo rk /

OL@®

Matter Controller

Thread
Border Router

383
00

Y
-~
Matter Accessory Bluetooth LE

Commissioning

~
=
%)
<
R
=
Q
]
(5]
Q2
3
S
S
(%)
=
<
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A
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Cicrisr 6 Hutcnson etodo Ecosystéme Matter

|:L:

WiFi Access Poin

L
A

n

Thread

ethernet

~ g Border Router Matter Controller
888 9
o000

&

Thread

L\

Matter Accessory Bluetooth LE
Commissioning

~
=
%)
<
QL
<
Q
]
0
Q
S
S
S
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)
<
o
A
(%)
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Cicrsmr 6 |nuterinson otodo Software Chip-tool

* Qutil de test : chip-tool
https://github.com/nrfconnect/sdk-connectedhomeip/releases Version .

identique a la version, du sdk utilisé

Contrbéleur Matter

v2.5.0

sdk-connectedhomeip v2.5.0

v Assets

© CRESITT Industrie
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https://github.com/nrfconnect/sdk-connectedhomeip/releases

C:msm 6 rurcanson 6000 Software Chip-tool

 chip-tool / chip-tool-debug / chip-tool-release !

* implémentation d’'un contréleur Matter Controleur Matter
* permet le commissioning (enregistrement sur le réseau)

 fournit toutes les commandes d’interaction avec un end point matter

© CRESITT Industrie
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C:ersmr 6 Hurernson etodo

 chip-tool / chip-tool-debug / chip-tool-release

* Commissioning :

./chip-tool-debug pairing ble-thread

Software Chip-tool

Contrbéleur Matter

hex:0e080000000000010000000300000d35060004001fffe0020865¢cd2860
b51779f30708fd52b0791db02673051021aaca7fd95b9623db32b6ae818d43

6e030f4f70656e5468726561642d303831320102081204
a91754e60392a6f8110c0402a0f7f8 25147804 3804

Support de com (ble-wi-fi, ble-
thread, ethernet..)

5/12/2023

node id
setup-pin-code
discriminator

Protocole Matter pour le tertiaire et la domotique

11019490af9429a76

Clef (operationaldataset fourni par
le Thread border router)




Cicrisr 6 Hutcnson etodo Border Router Thread

* Raspberry pi 3B
configuration ! https://openthread.io/codelabs/openthread-border-router?hi=fri1

* nrf52840 dongle usb

https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/
nrf/protocols/thread/tools. html#ug-thread-tools-tbr

firmware : co-processor

* A chaque démarrage du border router il faut recupérer la
valeur de operationaldataset qui va servir au commissioning

$ sudo ot-ctl dataset active -x
0e080000000000010000000300000d35060004001fffe0020865¢cd2860b517
79f30708fd52b0791db02673051021aaca/7fd95b9623db32b6ae818d436e03
0f4f70656e5468726561642d3038313201020812041019490af9429a76a917
54e60392a6f8110c0402a0f7f8

5/12/2023 Protocole Matter pour le tertiaire et la domotique
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https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/

C:orsm 6 nutermson otodo Software Chip-tool

 chip-tool / chip-tool-debug / chip-tool-release .

* Interrogation : Controleur Matter

./chip-tool-debug doorlock read lock-state 3 1
./chip-tool-debug levelcontrol read current-level 3 2

./chip-tool-debug booleanstate read state-value 2 1

./chip-tool-debug booleanstate read state-value 2 2

./chip-tool-debug powersource read bat-voltage 2 0

./chip-tool-debug powersource read bat-percent-remaining 22 0
./chip-tool-debug generaldiagnostics read active-hardware-faults 22 0
Periodic : ./chip-tool-debug powersource subscribe bat-voltage 10 20 2 2

* Commande
./chip-tool-debug doorlock unlock-door 3 1 --timedInteractionTimeoutMs 3000
./chip-tool-debug doorlock lock-door 3 1 --timedinteractionTimeoutMs 3000
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