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Présentation du LIFO

5 équipes :
o CA : Contraintes et Apprentissage
GAMoC : GAMoC : Graphes, Algorithmes et Modeles de Calcul
LMV : Langages, Modeles et Vérification
PaMDA : ProgrAmmation, Modélisation et vérification D'Applications paralleles et distribuées
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SDS : Sécurité des Données et des Systemes

> Le controle d’acces et le controle d’usage

° Les modeles d’attaque sur les données et les algorithmes

o Les approches formelles de la sécurité et de la vie privée

o Les applications pluridisciplinaires de la sécurité informatique



Projets en cours

o FUI ATELYN

trAcabiliTE Longitudinale hYbride uNitaire

> |OT-CIA

IOT Confidentiality-integrity-and-availability
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Openstack

« OpenStack est un ensemble de logiciels open source permettant de déployer des infrastructures
de cloud computing (ig[rastructure en tant que service). La technologie possede une architecture
modulaire composee de plusieurs projets corrélés (Nova, Swift, Glance...) qui permettent de
controler les différentes ressources des machines virtuelles telles que la puissance de calcul, le
stockage ou encore le réseau inhérents au centre de données sollicité.Le projet est porté par la
Fondation OpenStack, une organisation non-commerciale qui a pour but de promouvoir le projet
OpenStack ainsi que de protéger et d'aider les développeurs et toute la communauté
OpenStack1.De nombreuses entreprises ont rejoint la fondation OpenStack2,3. Parmi celles-ci on
retrouve : Canonical, Red Hat, SUSE, eNovance, AT&T, Cisco, Dell, HP, IBM, Yahoo!, Oracle4,
Orange, Cloudwatt, EMC, VMware, Intel, OVH, NetApp. »

https://fr.wikipedia.org/wiki/OpenStack
Images provenant de :

https://docs.openstack.org/liberty/networking-guide/

https://docs.openstack.org/admin-guide/common/


https://docs.openstack.org/liberty/networking-guide/

Openstack - en resumé

Permet de mettre en place un Cloud

o QOpen-source, basé sur Linux (je conseille CENTOS), gratuit

o Connection possible avec VMWare ESX

3 types de nceud :

o Controller : gére I'architecture (orchestrateur), héberge le frontend (WEB-ui + Command-line Ul)

o Network : fournit la fonctionnalité réseau (VM<->VM , VM<->EXT)
° Basé sur openvswitch

o Compute : héberge les Machines Virtuelles (instance ou VM), i.e un hyperviseur
o Basé sur KVM/Libvirt

Architecture minimale (classique)

o 1 controller, 1 network, X compute

Architecture modulaire

o 1 composant =1 service =1 projet =1 nom
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° Beaucoup de composants imbriqués => complexité



Composants/Projets Openstack

Description

[55&?563?&;} [ﬁ—c}“l:i'igﬁ} Provndes a wgb—l_:)ased self-service portal to in!:eract with underlying OpenStack services, such as launching an
m————— | S = instance, assigning IP addresses and configuring access controls.

i‘EBH%”“G‘{e'] [NBVS Manages the lifecycle of compute instances in an OpenStack environment. Responsibilities include spawning,
---------------- pute ~oval scheduling and decomissioning of virtual machines on demand.

___________________________________ Enables network connectivity as a service for other OpenStack services, such as OpenStack Compute.
Ely_gggggf_lgj_@g_l !y_gy_tgg__rﬂ Provides an API for users to define networks and the attachments into them. Has a pluggable architecture that

supports many popular networking vendors and technologies.

Object Storage! iSwift! tolerant with its data replication and scale out architecture. Its implementation is not like a file server with
mountable directories.
5_@_'_99}_2_5*!:9_!39_9} [—(—;iha:e-d Provides persistent block storage to running instances. Its pluggable driver architecture facilitates the creation

Identity service!

and management of block storage devices.
Shared services

Provides an authentication and authorization service for other OpenStack services. Provides a catalog of
endpoints for all OpenStack services.

Image Service|

Stores and retrieves virtual machine disk images. OpenStack Compute makes use of this during instance
provisioning.

[Telemetry|

Higher-level services

Monitors and meters the OpenStack cloud for billing, benchmarking, scalability, and statistical purposes.

————————— ']

Orchestrates multiple composite cloud applications by using either the native lHOTJ template format or the

{Orchestration| Heat AWS CloudFormation template format, through both an OpenStack-native REST API and a CloudFormation-
compatible Query API.
Database Service| {Trove], Provides scalable and reliable Cloud Database-as-a-Service functionality for both relational and non-relational

database engines.
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OpenStaCk - Hardwa '€  Hardware Requirements

Minimal requis :
o 2 serveurs
° 1 controller+network
o 2 interfaces réseau (interne+externe)
o 1 compute (X coeurs = X Vms)
o 1 interface (interne)

o Mise en place a 'INSA-CVL
° 6x DELL T110 — Xeon X3450 @ 2.67GHz - 8Go RAM
° 6x DELLT110 Il — Xeon E3-1240 V2 @ 3.40GHz - 16GO RANM
° 4x DELLT130 — Xeon E3-1220 v5 @ 3.00GHz - 16GO RAM

r N\ R
Controller Node Compute Node 1
1-2 8 GB 2-4+ 8+ GB
CPU RAM CPU RAM
100 GB 1 100+ GB 3
| Storage NIC JE\ Storage NIC E
~ N )
Network Node Compute Node 2
1-2 2GB 2-4+ 8+ GB
CPU RAM CPU RAM
50 GB ' 4 | [ 100+ GB | 3
5 Storage . NIC '/ \' Storage ) NIC )



mailto:X3450@2.67GHz
mailto:V2@3.40GHz

enstack - reseau

OpenStack Networking (neutron)
Initial Networks m

a 3 ( I
Compute Node Network Node
Instance GRE
demo-instancel
0 Tunnel
. )

Open vSwitch

Tunnel Bridge External Bridge
br-tun br-ex
' Open vSwitch * f
4 N
Integration Bridge Tunnel Bridge Integration Bridge
br-int br-tun br-int

Security
Groups

) f
~ - Tenant Network External Network w
demo-net ext-net
) &S
Tunnel network Tenant Subnet External Subnet
10.0.1.0/24 demo-subnet ext-subnet
192.168.1.0/24 203.0.113.0/24

External network

b DHCP Server SNAT/DNAT
3 Network traffic flow from instance
to external network (Internet) Gatensy TR
192.168.1.1224 203.0.113.101/24

IR <)

gl

Tenant
Router
demo-router




Openstack — Déeploiement automatique

o Utilisation via PACKSTACK
o Déploiement Openstack (sur CENTOS 7) automatique via PUPPETS
° Letout en 5 commandes (mais il faut attendre 20-30 minutes)

yum install -y https://www.rdoproject.org/repos/rdo-release.rpm
yum install -y centos-release-openstack-ocata

yum update -y

yum install -y openstack-packstack

packstack --answer-file=/root/answer.txt

o Le plus difficile étant de trouver les bons parameétres pour le fichier de configuration (answer.txt)
o |l faut ensuite paramétrer Openstack
o Utilisation des commandes clientes en mode texte, par exemple :
neutron net-create external_network --provider:network_type flat --provider:physical_network extnet --router:external
neutron subnet-create --name public_subnet --enable_dhcp=False --allocation-pool=start=172.30.2.10,end=172.30.2.250 \
--gateway=172.30.2.254 external_network 172.30.2.0/24

curl http://download.cirros-cloud.net/0.3.4/cirros-0.3.4-x86_64-disk.img | glance \
image-create --name="cirros image' --visibility=public --container-format=bare --disk-format=gqcow?2


https://www.rdoproject.org/repos/rdo-release.rpm

Openstack - dashboard

openstack.

Se connecter

Nom d'utilisateur




Openstack — dashboard — liste des VMSs

Projet v
Projet / Compute / Instances

Compute v

Instances

Vue d'ensemble

Instances

Volumes
Affichage de 11 éléments
Images
Nom de Nom de
: g O s .
Paires de clés l'instance ~ l'image
Acces API
. centos-7-
Hibsasii > O centos-miner-0 image
Stockage d'objet >
Identité > - centos-7-
O centos-miner-1 :
image
O centos-miner-2 f:entos-7-
image

ID de l'instance = ~

Adresse IP

172.10.0.20

IP
flottantes :

172.30.2.20

172.10.0.21

IP
flottantes :

172.30.2.21

172.10.0.22

IP
flottantes :

172.30.2.22

Gabarit

minage

minage

minage

Paire de

clés

test

test

test

Statut

Active

Active

Active

Filtrer & Lancer une instance 1 Supprimer les instances Plus d'actions v

Zone de
disponibilité

nova

nova

nova

Tache

Aucun

Aucun

Aucun

Etat de
I'alimentation

En
fonctionnement

En
fonctionnement

En
fonctionnement

Temps depuis la
création

1 semaine, 1 jour

1 semaine, 1 jour

1 semaine, 1 jour

Actions

Créer l'instantané ~

Créer l'instantané =~

Créer l'instantané ~



Openstack — dashboard— vue d’ensemble

Projet v

Compute v

Projet / Compute / Vue d'ensemble

Vue d'ensemble

Instances
Volumes
Images

Paires de clés

Acces API

Réseau >

Stockage d'objet >
Identité >

Synthése des Quotas

1 88
Instances VCPUs
Utilisé 11 (Pas de limite) Utilisé 88 (Pas de limite)

Stockage de volumes

Utilisé 00ctet sur 1000Go

45056 240 ' 0
RAM IP flottantes Groupes de sécurité Volumes
Utilisé 45 056 (Pas de limite) Utilisé 240 (Pas de limite) Utilisé 1 sur 10 Utilisé 0 (Pas de limite)



Openstack—dashboard—Topologie réseau

Projet / Réseau / Topologie du réseau

>
Résea .~ Topologie du réseau
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Blockchain ?

http://blockchainmtl.com/quest-ce-que-la-blockchain/

Blockchain est un peu plus que :
*Distributed *Secure -Logfile

Registre décentralisé qui enregistre les transferts de valeur. Chaque
transaction est cryptographiquement chainée a la précédente.

Latest Transactions

971a19¢c7b41cicf165¢d9023f... < 1 minute
753¢c058eff52¢c85e3b3b982a4... < 1 minute 0.0143 BTC
9647d15115d5¢c1d7ccf8f3dc9... < 1 minute 2.67254865 BTC

F10AnADARAGISAnTIARALOR < 1 minuta  IPTRCTEIN e rol


http://blockchainmtl.com/quest-ce-que-la-blockchain/

Blockchain

*Un protocole qui propose une gestion de “biens” numériques decentralisée,
pseudo-anonyme, pair a pair

*Un registre publique de transactions liées via des blocs

: blockchain
new transaction

[
block 102 transactions

: block 103 transactions
transaction

ate ;
(Ap,?,cess that block 103 transactions
ensure only valid
entries are added) ,

r

Transactions aren’t recognized until they are added to the blockchain. Tampering is
immediately evident, and the blockchain is safe as record because everyone has a
copy. The source of discrepancies is also immediately obvious.




Chainage de block

h 4 N N ™
Block 51 Block 52 Block 53 Block 54
Proof of work: Proof of work: Proof of work: Proof of work:
0000009857vw  w 000000zzxvzx5 « 00000090b41bx  w, 000000jjI93xq49
“} Previous block: \~ Previous block: \~ Previous block: \~ Previous block:
000000432qrza1 0000008857 vwv 000000zzxvzx5 00000090b4 1bx
Transacton Transacton Transacton Transacton
1k541fvx [ dd5g31bm 94ixcv14 555Ibj4j12
Transacton Transacton Transacton Transacton
09345w1d 22qsx987 abb7bxxq bn24xa0201
Transacton Transacton Transacton
VeA232v32 [ 001hk009 340iy98a o= B
S 4 S J & -




Hash *Each rew hashvaliecontains

value* ;gm?:;\;:;’i‘;’ﬂ:' pravinus The negcanones
basedona combination of the
Bob, an online merchant, decides to begin accepting bitcoins as payment. value it B

Alice, a buyer, has bitcoins and wants to purchase merchandise from Bob.

+ —
G [E

Boband Alice Wallets arefiles
WALLETS both e tht rovce + 1 .
Bitcoin “wallets” access to ‘*ﬁ, ew
ADDRESSES ol falipecs o o p (e
computers. addresses. g /
P
Cryptographic hash functions :
transform a collection of data intoan
nmmmkwuumaﬁnd length.
\\\ 1z called ahashvalue. Even tiny changes in it
& ‘ theoriginal data drastically change the Creatinghashes is compatationall
2 T - @ Each address resulting hashvalue. And it essentially SR B Bk b G
B — areweton  :  (REATING hasitsonn impossibletopradictwhich initial data set that thenew hash valuehavea
= o :dl;'“fw i ANEW balanceof will create a specific hash value. piticolarboseabeall st
- >~ hepamentio | ADDRESS o stast uithacestainnumbe of s
= \ paymen :
LAY
X v
V It's tempting to think of addresses as bark
accounts, but they work a bit differently. Bitcon
Users cancreate as many acdressesas they wish
g ; Private Public and In fact areencouraged o create anew one
R mTTlNS key key for every new transaction to increase privacy. :
‘ PAYME”T S0 long as no one knows which addresses are 2
Alice's, her ananymity (s protected. : Tocreats diferent hashvaiues from the
SRR RE TN : samedata, Bitcoin uszs ‘nonces” A nonie s
s prnodd e i i war::'mmmuwm«mm
When Babcreatesa new address, SUS 5 3
what he's really doing Is generating a Ga!yo Ganho o ::rbmmmmwb
“cryptographic key pair,” composed of 2
a private keyand  public key. If you sign
a message witha private key (which only
you know), it can be verified by using the
matching public key {which is known
toanyone). Bob's new Bitcoin address ::I’Y.Gﬂ‘th‘.n \\
g represents aunque publickey, and the Sl § S&
: ; corresponding private key s stored in his Bitconminers. (S Fachiblock icludese iminbasel s e
Allce tellsher wallet. Thepublickeyallowsanyoneto | | saees, TIAYRE USSR action that pays out 30bitcons to the
m el verify thata message signed with the Themiiaes whdmm~hthbm9.ﬁan A'n!h'll‘ -
private key Is valld VER": ‘ E """""""" S -
YIN N chmucas ue balance ofnewly minted bitoin. = 'S
THE o ,p e |
TRANSACTION Saindets SR y !
transactions graphic hash o 2

EEETR T

anew rans |
TR“NSA(T‘ON | Bob & Alice
VERIFIED —'IJI
As time goeson, Alice's transfer to Bobgets butied benaath other. a g

more recent transactions. For anyone to modify the detalls, he
would have 1o redo the work that Gary did y thanges a

requirea completely different winning nonce—and men redothe
wark of all the subseauent miners. Such afeat is nearly impossible.




Mining

° Minage = opération de certification d’un bloc
o Recherche d’une valeur (Nonce) tel que le hash du block (nonce inclu) ait une certaine propriété

° (1) Bitcoin : commence par un certain nombre de 0

o Bitcoin basé sur le PoW : Proof Of Work
o |l est tres difficile de trouver un block ayant la propriété (1), mais tres facile de le vérifier

o =>requiert beaucoup de puissance
o Chaque block trouvé est remunéré (50 bitcoins puis 25 actuellement puis ...)

Exemple en video : https://anders.com/blockchain/



https://anders.com/blockchain/

Structure d’un block

#0000000000000000098d67d460215049c. ..

version: 4
prevHash: 000000000000000005801£18£1123f5c39%9e2d5. ..
timestamp: 1452854179

bits: 1809b31b

nonce: 3037764102

merkleRoot:
#09c30£4864c7ed622627208c5d31a5%9e2£b0. ..

#0a2401e9111e2769£123b958583dad401484104. ..

- transaction '1' information -

#7d72£3b97£953b172acleb4f7c3edla8l5£147. ..

- transaction '2' information -

#0cela084347370215759e9aed399£925dd2e93. . .

- transaction 'n' information -




Multichaind ?

Plateforme Quverte pour les pallications blockchain

(e]

o http://www.multichain.com/

° Open-source

(e]

Déploiement rapide

(e]

Gestion des permissions

(e]

Nombre de registre illimité

(e]

Supporte les flux de données

(e]

Compatible bitcoin


http://www.multichain.com/
http://www.multichain.com/

Multichaind : Exemple de commande cli

o Création d’une chaine

o multichain-util create sensors-data

o Lancement du client sur un noeud

o multichaind sensors-data —daemon

o Connection d’un client a un autre nceud

o multichaind sensors-data@[ip-address]:[port]

o Création d’un flux

o multichain-cli sensors-data create stream temperature false

o Publication d’une donnée dans ce flux
o multichain-cli sensors-data publish temperature val 22.5
° Minage implicite

o Les nceuds qui ont le droit de miner pour sensors-data particperont au minage

o Bien sir il faut avoir correctement fixé les droits de connection/publication/minage pour chaque noeud



multichain-web

MultiChain Demo — Default

Permissions Issue Asset | Update SY=lale! Create Offer | Accept Create Stream Publish View Streams

My Node My Addresses
Name sensors-data Label Set label
13XAzZWVSXLv4f8npwZ 7XGJKsLxGLnwfvX5ekoX
Version 1.0 alpha 28 Address i
Permissions connect, send, receive, issue, create, mine, admin,
Protocol 10007 activate = chanse
Node address sensors-data@172.10.0.10:7189
Get new address
Blocks 34563
Peers 10

Connected Nodes

Node IP address 172.10.0.29
Handshake address

Latency 0.060 sec



MultiChain Explorer

@ MultiChain Explorer

Search by address, block number or hash, transaction or chain name:

Address or hash search requires at least the first 6 characters.

Status Chain Blocks Transactions Assets Addresses Streams Peers Started Age (days)

| Connected | MultiChain sensors-data 34568 129363 0 10 2 10 2017-03-13 8.2

Latest Transactions

Txid Type Confirmation Time

d1d592d34d04a6804802856d4c4939de34123a26e3c43b5488c0ee482f741f10a < 1 minute
9dbdae4354dee3b376ff9a83e6a591fc720fcfa3664894e0cca949307a18affo < 1 minute
67a49f5eba64f93ecf2d113e35273b8dcbed9745cdf902dd3965ff1 ca7fee821 < 1 minute
51479b654a4f7baa7dfbfcfbe0f10986f662f445414f57ef0d88bbb39c763ff Stream < 1 minute
ea2aed4ae3b008522c2284610e19f73786c09381bee60a89051c5bd19ad849123 Stream < 1 minute
3cace4f65964a0fc6e3c7a7a507 cfbc6ab8df3a734e756610ea6926d07e21a54 < 1 minute
b6540258d8d39ce82edd8e67bc03f545474bb7bal3e06cf74b2f6aaf6bag0d534 < 1 minute
3e1082260df4906bbe331a8ae617a2b10f8803a1f19126f5ca0d3564220fcd89 < 1 minute
6ebdeB8eebd00f3ea2a2eab8aceb1e5cfbe7be8d2454845905c585593eead158f < 1 minute
cleeal15cb3fe9be6231f001a620855124e1513becddf2b0fc6451ead25042b0 < 1 minute




Block Summary

Hash 00000034484eddb2acf05d831512d28ad77edde9b373361d2a84a4f5ce76f1d9
Previous Block 000000f6267d3e004a32cfab217258145070ec00680da8eca83f999b087adalc
Next Block 0000001e0c19c56b95bc29c8cc8c9413b4add817ac659e4a22ed4f92baf25d3f
Height 34568
Miner 1Dgczb2dSr7xKXxs37d2vAi1 pPhteZecmdJrKHuz
Version 3
Transaction Merkle Root 7a9d3584782af6cf1ae314a663a3e797cf50de3baae15d38a15081ad9872b496
Time 1490108170 (2017-03-21 14:56:10)
Nonce 8928364
Transactions 21
Transactions
Transaction Size (kB)
0e01055ad9f8246f68fc59783094e4caf42f222a1536da75e940a63751854107 0.187
5a8fc28e8bB845e2aa2337bcObdb0c344c180baa1929f4375169e3dc8fbbfdbae 0.235
e7953bedbea791d42608accfebf6530fdbf169e301e0c1d74f8ec1bdf494f453 0.234
Stream ltem
749d53c0fb103861c042650da87fda7f41f27a46eb352651c93aa48571492378 0.235




® Transaction d1d592d34d...f10a

d1d592d34d04a6804802856d4c4939de34123a26e3c43b5488c0eed82f74f10a

Hash

Appeared in
Number of inputs
Number of outputs

Size

Inputs

Index Previous output

0 227aaaeechb...:1

Outputs

Index Redeemed at input

0 Not yet redeemed

1 Not yet redeemed

MultiChain sensors-data, Block 34568 (2017-03-21 14:56:10)
1 - jump to inputs

2 - jump to outputs

234 bytes
Native From address
0 1LXMmSQpTjs9kSb1VNuGVVANFHQWSZqTewWSFE

Native To address

0 None

0 1LXMmSQpTjs9kSb1VNuGVVANFHQWSZqTewWS8FE

Bitcoin JSON  MultiChain JSON = MultiChain Hex

ScriptSig

71:3044...7d01 33:0342...d2d4

ScriptPubKey

20:7370...7ee1 DROP 7:7370...616c DROP RETURN 1:29

Stream temperature
Key val
Data 29

DUP HASH160 20:9073...d086 EQUALVERIFY CHECKSIG



Block

34577

34576

34575

34574

34573

34572

34571

34570

34569

34568

34567

34566

34565

34564

Miner

1Dqgczb2dSr7xKXxs37d2vAi1 pPhteZecmdJrKHuz
1LXMmSQpTjs9kSb1VNuGVVANFHQWSZqTewWS8FE
1YpsMXFEvOM8J51ENKjX8bs9JQheBd9shiABw4
1V6xgNRBk1FmM8EUrcAoTusp1692WD5t7r8V3US
13XAzWvSXLv4f8npwZ7XGJKsLxGLnwfvX5ekoX
1FtbbjBVGaPel 7ssQXKinBcrkXoCUPRgeQjth2
14JLxWu7yCQxBdN8YKzBk9awRAJd5EVue4UZRu
1ENh8FUCT6FXuJDtFTggEzEy6DMDpFAdBZJAVC
1MLBuURYe6s6fPL1WQq9NoYRci1qSfZ65tLaZsHQ
1Dqczb2dSr7xKXxs37d2vAil1pPhteZecmJrKHuz
1UHmM1knzRdTWWyNvYjGalLp5M4sf3vipQzNZEbf
1YpsMXFEvOmM8J51ENKjX8bs9JQheBd9shiABw4
1V6xgNRBk1FmM8EUrcAoTusp1692WD5t7r8V3US

1LXMmSQpTjs9kSb1VNuGVVANFHQWSZqTewWS8FE

Approx. Time

2017-03-21 14:58:32
2017-03-21 14:58:22
2017-03-21 14:58:05
2017-03-21 14:57:48
2017-03-21 14:57:37
2017-03-21 14:57:26
2017-03-21 14:57:00
2017-03-21 14:56:53
2017-03-21 14:56:19
2017-03-21 14:56:10
2017-03-21 14:55:50
2017-03-21 14:55:39
2017-03-21 14:55:29

2017-03-21 14:55:20

Transactions

21

Chain Age
8.16243
8.16231
8.16212
8.16192
8.16179
8.16167
8.16137
8.16128
8.16089
8.16079
8.16056
8.16043
8.16031

8.16021



Perspectives / réflexions

Blockchain adaptée au stockage de données issues de I'loT ?
o Stockage distribué : P2P
° Pas de nceud central
o Imputabilité des données (« preuve »)

Point de blocage ?
° PoW est-il adapté ?
Stockage des clés ? => dispositif matériel
Confidentialité des données ?
Mode déconnecté ?
Taille de la chaine ?
Taille des blocs ?
Performance ?

(e]

(e]

(e]

(e]

(e]

(e]



Merci de votre attention

Questions ?
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